
AN ANALYSIS OF THE WIRED EQUIVALENT PRIVACY PROTECTS DATA

This protection, known as the Wired Equivalent Privacy. (WEP) protocol, defines a set of instructions and rules by which
wireless data can be transmitted over the . This buys an attacker more time to analyze the traffic and identify the
keystream and IV This shows that the WEP checksum failed to protect data integrity (one.

After it became clear that the overall WEP algorithm was deficient and not just the IV and key sizes and
would require even more fixes, both the WEP2 name and original algorithm were dropped. The first versions
of WEP were not particularly strong, even for the time they were released, because U. After the authentication
and association, the pre-shared WEP key is also used for encrypting the data frames using RC4. Stirring the
local MAC address traffic and is really obtainable; the challenge then becomes into the temporal key in this
way causes different stations the reconstruction of the original values. Key recovery with AirSnort takes only a
few seconds once enough encrypted frames are gathered. This is a method in which a computing device uses
the WEP protocol in order to have access to a wireless network. Now we explain these four algorithms one by
one: 2. Multicast or global key This is an encryption key which protects multicast and broadcast traffic
between a wireless AP and all of its connected wireless clients. Secondly, the resulting key acts as the seed for
a the wireless connection. Both tools Phase 2 uses a tiny cipher to encrypt the packet sequence are written for
Linux systems and perform a brute-force number under the intermediate key, producing a bit per- dictionary
attack against WPA-PSK networks in an attempt packet key. Using active techniques like deauth and ARP
re-injection, 40, packets can be captured in less than one minute under good conditions. In , Bittau, Handley ,
and Lackey showed [2] that the  The client encrypts the challenge-text using the configured WEP key and
sends it back in another authentication request. If this matches the challenge text, the Access Point sends back
a positive reply. They write "Experiments in the field show that, with proper equipment, it is practical to
eavesdrop on WEP-protected networks from distances of a mile or more from the target. The security level of
a MIC is usually measured in bits. Towhidi, R. At the time that the original WEP standard was drafted, the U.
Despite the introduction of bit WEP, bit remains one of the most common implementations. The Access Point
replies with a clear-text challenge. It should be noted that WEP only encrypts data between  After performing
the hashing, the result generates the key enforce proper IV sequencing of arriving packets. There have been
three major companies to invest millions on securing their wireless generations of security approaches, which
is mentioned networks. Government's export restrictions on cryptographic technology limited the key size.
Actuality, the first 3 bytes of Phase 2 output are to determine the shared passphrase. This construction forces
handshake, the attacker has the data required to subject the the stream of generated per-packet encryption keys
to differ passphrase to a dictionary attack.


